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Abstract

Cardano offers a novel approach to executing smart contracts
through its extended UTXO (eUTXO) model, which strikes a bal-
ance between Bitcoin’s restrictive design and Ethereum’s more
flexible global state. Our goal is to find code analysis methods that
are effective at detecting bugs and anti-patterns in Cardano smart
contracts. !
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1 Problem Statement

In the Cardano blockchain, the global state is represented by the in-
formation held in Extended Unspent Transaction Output (eUTXO).
The complete eUTXO model is described by Brunjes and Gabbay [7].
Broadly, the global state—which includes the value owned by every
user in the network and other data such as asset ownership—can
be determined by examining all unspent transaction outputs at any
given time.

To alter the global state, one must sign and submit a transaction
specifying which unspent transaction outputs will be consumed
and which new ones will be created. The data stored in the proposed
output UTXO, upon transaction acceptance, represents the new
state of the system.

In addition to default sanity checks—such as ensuring a user only
consumes UTXOs they own and the output values do not exceed
input values—developers can define custom validation functions.
These functions, termed as "Validators," return true if a UTXO can
be used as a valid input in a transaction. Validators have access to:
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o A redeemer, which acts as a function argument indicating
the operation performed in the transaction.

o Context, which includes data of the UTXO associated with
this validator, data of other input UTXOs, and data related
to the proposed output UTXOs.

Based on this information, the validator returns true if the usage
of its token is deemed valid. Unlike Ethereum, where validating
functions have complete access to global state, Cardano’s valida-
tors access limited information, making it a novel system with
underexplored security properties.

Validators encapsulate the business logic of assets, and all UTXOs
with the same validator function share the same validator hash,
allowing off-chain observers to identify tokens linked to specific
business logic. Validator bugs, or intentionally used anti-patterns,
can allow attackers to bypass the intended or desired business logic,
potentially leading to financial losses. Therefore, our objective is to
perform a security analysis of Validator functions and assess the
effectiveness of various verification methods used in Cardano.

A collection of Validator bugs/anti-patterns is provided by Vac-
uum Labs in their capture-the-flag contest [11]. In the first phase
of our study, we will utilize these challenges, and demonstrate how
insecure Validators may allow attackers to gain undue value. The
Cardano ecosystem supports validators in multiple languages, in-
cluding Haskell-based Plutus, Aiken, Python, and Rust. Vacuum
Labs’ capture-the-flag contest employs Aiken.

In the second phase of our study, our aim is to:

(1) Identify analysis techniques that can detect vulnerabilities
due to bugs or anti-patterns in the capture-the-flag chal-
lenges.

(2) Determine the most effective representation for analysis—whether

the original source code (in Aiken [1], Python [4], Rust [3],
TypeScript [5], or Haskell [6]) or its Haskell translation.

(3) Collect source code of Validators deployed on the Cardano
network, or available on Github, clean them and manually
analyse to find new anti-patterns or bugs.

(4) Execute the proposed analysis methods on open-source Val-
idator source code available in the Cardano ecosystem [2].

2 Motivation

Blockchains enable various emerging use cases where no single
entity exercises supreme control. The fundamental principle is to
create a system of contracts with pre-defined rules, ensuring that
no party can renege on their commitments. However, if the rules
are incorrectly specified, the system may validate transactions that
should not be approved. Consequently, validating the code that
enforces these rules is crucial.
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The first blockchain network, Bitcoin, did not emphasize en-
abling developers to express customized rules. Ethereum changed
this paradigm by introducing smart contracts, which have since be-
come a cornerstone for decentralized systems. Following Ethereum,
numerous blockchain platforms have emerged, allowing develop-
ers to implement desired logic through smart contracts verified by
network participants. Different platforms employ distinct mecha-
nisms for enabling smart contracts, which results in varying attack
surfaces.

The smart contracts on the Ethereum blockchain have been ex-
tensively analyzed for vulnerabilities [8-10, 12, 13, 15] as well as
anti-patterns, and numerous tools have been developed for this
purpose. Similarly, a study focusing on the security of Algorand’s
smart contracts has also been conducted [14]. However, literature
addressing the security analysis of Cardano’s smart contracts re-
mains sparse. This scarcity might be attributed to the strong guar-
antees provided by functional programming languages like Haskell,
but human errors in source code are always possible.

Furthermore, Cardano’s approach to maintaining global state
is distinct from Ethereum’s, and it represents a significant class
of blockchains that use the extended unspent transaction output
(eUTXO) model.

3 Proposed Methodology

(1) Setup and Demonstration of Attacks:

o Set up a local Cardano network and deploy contracts with
vulnerable validators.

e Use a web interface to demonstrate how attackers can
exploit vulnerabilities in smart contracts.

(2) Techniques Evaluation:

e Examine techniques applied to verify the correctness of
Ethereum and Algorand smart contracts for their applica-
bility to Cardano smart contracts.

e Explore additional analysis techniques for their suitability.

(3) Evaluation Sources:

o Real-world Contracts: Collect open source code of Valida-
tors by exploring the Cardano network and Github [2].

o Common Bugs: Analyze anti-patterns described in [11],
including issues like integer overflows/underflows and
anti-patterns observed manually in collected Validator
source code.

o Analysis Techniques: Investigate mechanisms described in
[8,12, 15] and elsewhere for analyzing Validators collected
from the web.
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